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ABSTRACT
Modern content sharing environments such as Flickr or
YouTube contain a large amount of private resources such
as photos showing weddings, family holidays, and private
parties. These resources can be of a highly sensitive na-
ture, disclosing many details of the users’ private sphere. In
order to support users in making privacy decisions in the
context of image sharing and to provide them with a better
overview on privacy related visual content available on the
Web, we propose techniques to automatically detect private
images, and to enable privacy-oriented image search. To
this end, we learn privacy classifiers trained on a large set
of manually assessed Flickr photos, combining textual meta-
data of images with a variety of visual features. We employ
the resulting classification models for specifically searching
for private photos, and for diversifying query results to pro-
vide users with a better coverage of private and public con-
tent. Large-scale classification experiments reveal insights
into the predictive performance of different visual and tex-
tual features, and a user evaluation of query result rankings
demonstrates the viability of our approach.

Categories and Subject Descriptors
H.3.5 [Online Information Services]: Web-based services

General Terms
Algorithms, Human Factors

Keywords
image analysis, privacy, classification, diversification

1. INTRODUCTION
With increasing availability of content sharing environ-

ments such as Flickr, and YouTube, the volume of private
multimedia resources publicly available on theWeb has dras-
tically increased. In particular young users often share pri-
vate images about themselves, their friends and classmates
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(a) Top-3
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Figure 1: Top-3 search results with original Flickr ids for the
query “ronaldo” (a) in the original ranking, and (b) obtained
through our privacy-oriented search method (status: Oct. 2010).

without being aware of the consequences such footage may
have for their future lives [4, 26]. Photo sharing users often
lack awareness of privacy issues. A recent study revealed
that more than 80% of the photos publicly shared by young
people are of such a private nature that they would not show
these images to their parents and teachers [26]. The popular
Facebook platform allows its users not only to publish pho-
tos, but also to mark the names of the depicted people. In
this way, even people who did not publish any compromising
information, can leave discoverable footprints on the Web.

Existing sharing platforms do not support users in mak-
ing adequate privacy decisions in multimedia resource shar-
ing. On the contrary, these platforms quite often employ
rather lax default configurations, and mostly require users to
manually decide on privacy settings for each single resource.
Given the amount of shared information this process can be
tedious and error-prone. In this paper we tackle the problem
of supporting users in making privacy decisions in the con-
text of image sharing (especially for large batch uploads).
To this end, we first exploit an average community notion
of privacy gathered through a large-scale social annotation
game. We then employ the obtained community feedback
to build classification models on selected visual features and
textual metadata, and apply these models to estimate ade-
quate privacy settings for newly uploaded images and search
results. Such alert systems could be directly integrated into
social photo sharing applications like Flickr or Facebook, or
provided as a browser plugin.
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A second aspect that we study in this paper is privacy-
oriented search. Existing systems do not enable users to
directly search for private content in a systematic way. The
motivation for enabling privacy-oriented search is two-fold:
First, users should be able to retrieve resources about them-
selves (or about their children or other relatives) published
by third parties at an early stage, so that measures such as
contacting owners of servers or providers can be taken. Sec-
ond, the degree of privacy of the information need behind a
query can be ambiguous for a search engine. For example, a
user querying “ronaldo” could be interested in photos show-
ing either professional or private life of this football star.
In this paper, we use classifier outputs to conduct privacy-
oriented search, which enables users to directly discover pri-
vate information about a specific topic (see Figure 1 for an
example). In addition, we perform privacy-based diversifica-
tion of search results (i.e. retrieving a “mixture” of private
and public content) to minimize the risk of user dissatisfac-
tion in cases where queries are ambiguous with respect to
the privacy aspect of the information need. The motivation
for this is analogous to topic-related diversification [11]: to
cover different information needs and provide an overview
over the whole search result space rather than just a list of
top-ranked results.

We are aware that building alarm systems for private con-
tent and enabling privacy-oriented search can be seen as con-
tradicting goals; privacy-oriented search is not negative per
se, as it can be used for retrieving private content users are
comfortable to share, and, more importantly, can help with
the early discovery of privacy breaches. However, as with
almost every technology, it requires sensible handling and
constructive usage.

The remainder of this paper is organized as follows: In
Section 2 we discuss related work in the context of secu-
rity and privacy in social networks, image analysis as well
as classification and diversification techniques. In Section 3
we describe our data collection and labeling method which
enabled us to obtain a large dataset for the privacy-based
image classification. We analyze visual and textual image
features in Section 4. In Section 5 we describe the clas-
sification approach, and present ranking and diversification
techniques which provide an overview of the available search
results taking into account their privacy as estimated by
the classifier. We evaluate our techniques for privacy-based
classification, ranking and diversification in Section 6. In
Section 7 we conclude and show directions for future work.

2. RELATED WORK
With emergent Web 2.0 applications, various security and

privacy aspects in social networks have attracted increasing
research attention. There are several works studying user
privacy attitudes in social networks, privacy decisions upon
sharing multimedia resources, and possible risks. In their
early work [12], Gross and Aquisti study privacy settings in
a large set of Facebook users, and identify privacy impli-
cations and possible risks. Lange [18] studies user behav-
ior with respect to revealing personal information in video
sharing. All of these papers point out lack of user aware-
ness regarding exposure of aggregated contextual informa-
tion arising from users’ resource sharing habits. In this work,
we provide a way to automatically identify privacy-relevant
content of images to increase user awareness and support
privacy decisions.

There is a plethora of work dealing with the problem of es-
tablishing suitable access policies and mechanisms in social
Web environments. Caminati and Ferrari [6], for example,
propose collaborative privacy policies as well as techniques
for enforcing these policies using cryptographic protocols
and certificates. Felt and Evans [9] suggest to limit access
to parts of the social graph and to certain user attributes.
Squicciarini et al. [27] introduce privacy mechanisms in so-
cial web environments where the resources might be owned
by several users. In [3], the authors discuss the problem
of defining fine-grained access control policies based on tags
and linked data. The user can, for instance, create a pol-
icy to specify that photos annotated with specific tags like
“party” can only be accessed by the friends specified in the
user’s Friend of a Friend (FOAF) profile. In this paper, we do
not focus on access mechanisms or policies. Instead, we con-
centrate on the automatic identification of private resources
(more specifically, photos) and on privacy-oriented search.

Vyas et al. [32] utilize social annotations (i.e. tags) to
predict privacy preferences of individual users and automat-
ically derive personalized policies for shared content. These
policies are derived based on a semantic analysis of tags,
similarity of users in groups, and a manually defined privacy
profile of the user. Ahern et al. [2] study the effectiveness
of tags as well as location information for predicting privacy
settings of photos. To this end, tags are manually classified
into several categories such as Person, Location, Place, Ob-
ject, Event, and Activity. In comparison, we do not require
these manual steps, and, in addition, make use of the image
content which allows us to utilize visual features to deter-
mine adequate privacy settings even for resources that do
not have any associated tags.

Analysis of visual and textual image (meta-)data is ap-
plied to tackle a variety of problems, such as determining
attractiveness [25] or quality [33] of photos, search result di-
versification [19], and others. Figueiredo et al. [10] analyze
the quality of textual features available in Web 2.0 systems
and their usefulness for classification. In comparison to these
works, we study textual and visual features in the context
of privacy-oriented classification and search.

Classification is a well-studied area with a variety of prob-
abilistic and discriminative models [7]. The popular SVM-
light software package [15], for instance, provides various
kinds of parameterizations and variations of classification
techniques (e.g., binary classification, SVM regression and
ranking, transductive SVMs, etc.). In this paper we apply
classification techniques in a novel context to automatically
determine image privacy.

There is a large body of work on diversification of doc-
ument search results and adaptation of evaluation schemes
in this context - see e.g. [5, 8, 11]. Several of these papers
perform diversification of search results as a post-processing
or re-ranking step of document retrieval. These methods
first retrieve the relevant search results, and then filter or
re-order result lists to achieve diversification. In this paper,
we do not deal with topic-related search result diversifica-
tion but, instead, adapt and apply diversification techniques
for privacy-oriented search.

In comparison to previous work, we are the first to ana-
lyze various visual features and textual annotations in the
context of image privacy, and to conduct a study of their
applicability in the context of privacy-oriented classification
and search.
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3. DATA
An individual’s notion of privacy is prone to continuous

change. For example, something a 16 year old youth may
not consider sensitive may later lead to a rejection of his job
application. Therefore, independent opinions can be very
useful in order to support the user for adequate privacy
judgment, and we build on an average community notion
of privacy collected in this study. Our intent is to automati-
cally suggest images with potentially sensitive content (and
leave the final decision to the user), rather than images that
a particular person would not share with the world.

In order to obtain an appropriate dataset with labeled pri-
vate and public image examples, we performed a user study
in which we asked external viewers to judge the privacy of
the photos available online. To this end, we crawled 90,000
images from Flickr1, using the “most recently uploaded” op-
tion to gather photos uploaded in the time period from Jan-
uary to April 2010. As we planned to investigate whether
textual annotations can help us automatically selecting suit-
able privacy settings for an image, we only crawled images
annotated with at least five English tags.

Of course, Flickr does not provide access to photos ex-
plicitly declared as private by other users; therefore, in this
work we focus on private images that are publicly available
on the Web. However, we think that classification and fea-
ture engineering techniques employed in this paper are gen-
eral enough to be also applied to learn classification models
from hidden private content.

As labeling a large-scale image dataset requires consider-
able manual effort, we conducted the user study as an an-
notation game (cf. Figure 2). Social annotation games are
popular tools for solving tasks that are difficult for machines,
and easy for human users, such as image labeling [31]. At
each step of the game we presented five photos to a partic-
ipant of the study. For each photo, the participants had to
decide if, in their opinion, the photos belonged to the pri-
vate sphere of the photographer. To this end, we asked the
participants to imagine that images presented to them were
photos they took with their own cameras, and mark these
images as “private”, “public”, or “undecidable”. We provided
the following guidance for selecting the label: “Private are
photos which have to do with the private sphere (like self
portraits, family, friends, your home) or contain objects that
you would not share with the entire world (like a private
email). The rest is public. In case no decision can be made,
the picture should be marked as undecidable.” If the user
could not decide at first glance, she could choose to display
metadata of the photo or use a link to see the photo in its
original context on Flickr. To obtain sufficient evidence for
the privacy label assignments, each photo was shown to at
least two different users. In case of a disagreement, the photo
was queued to be shown to additional users. Users gathered
points for each classified photo. As incentive for providing
accurate answers, credit was not just given for the number
of labeled images, but also for inter-user agreement. The
more similar the choices of the user and the other players
(their assessments, of course, not being visible to the user in
advance), the higher was the score of the user. Our privacy
game had an unlimited number of levels and was online over
1All rights on pictures published in this paper are reserved to the
image owners. The pictures were available on Flickr in May 2012.
The pictures are supplied with their Flickr ids. These ids can be
used for obtaining further legal information.

Figure 2: User interface of the privacy game. The user marks
each photo as either “private”, “public” or “undecidable”. The
system displays the current score of the user and the scores of the
competing user teams.

the course of two weeks. We asked our participants to com-
plete at least one level of the game with 1000 pictures; in
addition, the users could continue playing to gather more
points for themselves and their teams. Over the course of
the experiment, 81 users between ten and 59 years of age
worked in six teams. For example, one of the teams consisted
of graduate computer science students working together at
a research center; other teams contained users of social plat-
forms including facebook and some online forums2. Alto-
gether 83,820 images were annotated3. After cleaning (re-
move unregistered users and photos annotated by less than
two different people) 37,535 images remained. This set was
used for our experiments.

Our analysis revealed that in the cleaned dataset around
70% of photos were labeled as public or undecidable by all of
the participating judges. This relatively high percentage is
expected as we originally crawled only images publicly avail-
able on the Web. Around 13% of the images were labeled as
“private” by all the judges, and 28% received “private” votes
from at least one of the judges. Overall the dataset con-
tained 4,701 images labeled as private, and 27,405 ones la-
beled as public by 75% of the judges, which we use as ground
truth for our classification experiments in Section 6.1. Thus,
depending on the voting-based threshold applied, our sam-
ple indicates that a publicly available set of images from
Flickr can contain 13-28% of private images.

We computed the inter-rater agreement using the Fleiss
κ-measure [13], a statistical measure of agreement between
individuals for qualitative ratings. Note that according to
Fleiss’ definition, κ < 0 corresponds to no agreement, κ = 0
to agreement by chance, and 0 < κ ≤ 1 to agreement beyond
chance. We measured κ on a randomly selected subset of 100
images from the ground truth set labeled by 36 users, where
every user rated each of those images, and obtained κ=0.6.

4. FEATURES
Image privacy is a very subjective concept. It is influenced

by a number of different factors such as place, objects and
persons on the photo as well as the point in time the photo
was taken.

Content-based features of an image like the presence of
edges, faces, or other objects may give some insights about
its degree of privacy. In particular, in this work, apart from

2
facebook.com, forum.vingrad.ru, forum.sbnt.ru and others.

3The anonymized data as well as some of the applications based
on the described classification techniques are presented at
http://l3s.de/picalert
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Figure 3: The distribution of human faces among private and
public photos

textual features such as title and tags, we have selected im-
age features which can help discriminate between natural
and man-made objects/scenes (the EDCV feature) and fea-
tures that can indicate the presence or absence of particular
objects (SIFT). We have also selected features that measure
the colors within the image (color-histograms), and a fea-
ture that measures the presence or absence of faces within
the image.

Visual features and associated metadata are later used
for training of models for privacy classification. Note that,
similar to other machine learning scenarios, “hints”provided
by individual features do not suffice for predicting the pri-
vacy character of all photos; however, in Section 6.1 we will
show that the combined evidence of multiple features yields
applicable results.

4.1 Visual Image Privacy Features
Digital images are internally represented as two-

dimensional arrays of color pixels. This representation is
difficult to use directly for classification because it is highly
multidimensional and subject to noise. Instead, a process
known as feature extraction is typically used to make mea-
surements about the image content. Image features come in
many forms, from the very low-level, to so-called high-level
features. Low-level features are typically formed from sta-
tistical descriptions of pixels, whilst high-level features are
those that have a directly attributable semantic meaning.
For this study, we have selected a range of image features
that could potentially be used in building a classifier that
can discriminate public and private images automatically.

In the following descriptions of the visual features, we at-
tempt to discuss theoretical motivations for the use of the
particular feature, and also describe some observations from
the use of the features for classification experiments within
our privacy image dataset. Please note that many of the il-
lustrations need to be viewed in color (with a quality printer
or as PDF) in order to understand them fully.

4.1.1 Face detection
We first study the hypothesis that there might be a rela-

tionship between the occurrence of faces in an image and the
background of the scene with respect to privacy. Figure 3
denotes the correlation between the number of detected faces
in a photo and its privacy value in our dataset.
We observe that the occurrence of faces in a picture is

strongly associated with a high degree of privacy although
a considerable number of faces also can be found in public
images. The detection of faces within an image is a high-
level feature extraction operation.
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Figure 4: Example of a public photo with a few dominant colors
and a private photo.

Figure 5: The top row show the most discriminative colors for
public images and the bottom row for private images from our
dataset. The colors have been arranged by hue to aid visualiza-
tion. It can be seen that the discriminative colors of public images
are more saturated (i.e. more vibrant) than for private images.

In order to find faces in images we used an implementation
of the Viola-Jones face detector [30], which uses a boosted
cascade of weak classifiers to detect frontal and profile faces
within the image. Two types of summary feature were gen-
erated using the face detector; the first is a single numeric
feature that counts the number of faces detected within the
image. The second is a variable-length vector that encodes
the relative area of the bounding box around each detected
face. Note that private photos do not necessarily show per-
sons (e.g. photos of letters and private workspaces); further-
more, faces are partially not recognized from certain angles
or if parts of the faces are hidden.

4.1.2 Color Histograms
Intuitively, color may be an indicator for certain types

of public and private image. For example, public images
of landscape scenes are very likely to have a specific color
distribution.

The global color histogram of an image is one of the sim-
plest forms of image feature. The histogram is constructed
by assigning each pixel in the image to a histogram bin based
on its color. The global color histogram completely discards
all information about how the colors appear spatially within
the image.

In this study, the histogram was calculated in the HS
(Hue, Saturation) color space with each color-dimension split
evenly into four segments, resulting in a histogram consist-
ing of 16 bins.

Previous studies have shown that skin-tones across eth-
nicities are tightly clustered in HS space [24], so HS his-
tograms should be particularly good at efficiently modeling
skin tones and predicting the presence or absence of peo-
ple, which can be observed to be a high indicator of privacy.
We also observed, as shown in Figure 4 that public photos
often contain a few very strong discrete colors (resulting in
a spiky histogram) whereas in private photos the colors are
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Figure 6: Example of a public photo dominated by incoherent
edges and a private photo of a working place with a mix of co-
herent and incoherent edges.

distributed more uniformly. The former might correspond
to artistic make up and an artificial environment, whilst the
latter is typical for amateur photos. More specifically, as
shown in Figure 5, which was generated from the weights
of the classifiers discussed in Section 5.1, we perceive that
public images tend to contain more fully saturated colors
(vibrant colors), whilst the colors in private images tend to
be more desaturated. We also observed that black and white
photos correspond to private portraits in most cases.

4.1.3 Edge-Direction Coherence Vector
The edges within an image are a very powerful feature

for discriminating between different types of scene, and thus
might be useful for privacy classification.

In particular it has been shown previously that edge-based
features can be a particularly good discriminator of indoor
and outdoor images [16]. Images taken in artificial envi-
ronments tend to be dominated by strong, straight, near-
vertical lines, whilst those of natural environment tend to
predominantly contain shorter and weaker edges in all di-
rections [29]. The check of the top 100 positive and negative
images, correctly classified using the edge feature revealed
that just 20% of private photos were taken outdoor whereas
11% of public ones were taken indoor.

The edge-direction coherence vector (EDCV) [29] consists
of a pair of histograms that encode the lengths and directions
of edges within the image. The first histogram encodes inco-
herent edges, whilst the second histogram encodes coherent
edges. Coherent edges are edges within the image that are
relatively straight and long, whilst incoherent edges are short
and/or non-straight. Each bin of the histograms represents
a small range of edge directions, whilst the magnitude of the
bin is proportional to the summed lengths of all the coher-
ent (or incoherent) edges with that particular direction in
the image. We implemented the algorithm described in [28],
where edges and their directions are found using the Canny
edge detector. Coherent edges are those that deviate in di-
rection by less than five degrees over their length, and have
a pixel length greater than 0.002% of the image area. In
terms of privacy classification, the EDCV feature of public
images depicting landscape scenes is likely to be dominated
by incoherent edges. Private images are much more likely
to contain a mixture of both coherent and incoherent edges
from a mixture of the presence of people (mostly incoherent)

and the background (coherent).

(a) Public photo (b) Private photo

Figure 7: Examples of public and private photos. The most
dominating features are surrounded with boxes; the brightness of
the boxes is proportional to the strength of the features.

(a) Public features (b) Private features

Figure 8: Some discriminative public and private SIFT features
along with example snippets from the original images.

(a) Public features (b) Private features

Figure 9: Top-30 discriminative public and private SIFT features

This is illustrated in Figure 6 where the two histograms are
shown as one larger histogram with the incoherent vector on
the left and coherent vector on the right. Public images of
cityscapes, that contain some natural features (i.e. trees or
people) would also contain a mix of both coherent and inco-
herent edges, however, there might be some changes in the
distribution of these edges with respect to their orientation.

4.1.4 Quantized SIFT Features
Private and public photos typically tend to be taken in

specific contexts. For example, pictures can be taken in
public places like stadiums, supermarkets and airports, or
in private places like home, car, or garden. Accordingly the
objects contained in a photo, like sport equipment, furniture,
human and animal body parts could be different and thus
give us some insights about an image’s privacy. Examples
of features dominating the classification decision using the
machine learning model described in Section 5.1 are visual-
ized in Figure 7. Recent advancements in low-level image
description have led to approaches that are based on the
detection and description of locally interesting or salient re-
gions depicting objects and textured regions. Many region
detection and description approaches have been proposed,
however, the SIFT [20] descriptor remains the most popular
descriptor currently. The SIFT descriptor is a 128 dimen-
sional vector that describes local texture. Because the ap-
plication of an interest point detector can lead to a variable
number of SIFT features for different images, a popular tech-
nique for using SIFT features for classification is to quantize
the features into a small vocabulary of “visual terms”, and
to create sparse, fixed length vectors for each image that en-
code the number of occurrences of each type of visual term.
In this study, we detected interest regions in each image
by detecting peaks in a difference-of-Gaussian pyramid [20].
Approximate k-means [22] was used to learn a 12000 term
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Table 1: Top-50 stemmed terms according to their Mutual Information values for “public” vs. “private Photos” in Flickr

Terms for Private photos

studio photograph sexi strobist februari

blond kid hat love woman

year smile black eye famili

white fun portrait selfportr peopl

dress valentin day friend parti

femal boy birthday face model

fashion daughter children coupl self

babi cute child girl beauti

me nikon pretti hair man

photographi young lip happi wed

Terms for Public photos

craft mountain natur rock draw

sky tree snow jan flower

januari art paint lake winter

view citi car moon landscap

anim cat road north build

frozen island full ice bridg

water abstract hdr park sea

hous boat fire bird handmad

architectur sunset sunris cloud macro

night dog illustr design river

codebook for vector quantization from a random sample of
one million SIFT features from the dataset.

SIFT-based features are commonly used for generic ob-
ject recognition because similar combinations of SIFT fea-
tures will often occur in different images of the same class
of object. As public and private images often have very
different types of objects depicted in them, SIFT-based fea-
tures have the potential to be a powerful discriminator. Fig-
ure 8 shows some examples of the discriminative public and
private visual terms within the context of an image from
which the term occurs. In order to obtain the most dis-
criminative features, we computed the Mutual Information
(MI) measure [21] from information theory, which measures
how much the joint distribution of features (visual terms)
and categories deviates from a hypothetical distribution in
which features and categories (“private” and “public” in our
case) are independent of each other. Figure 9 visualizes the
top-30 discriminative SIFT features for public and private
images. Typically, SIFT features correlated to public im-
ages are observed to be of highly textured regions, whilst
those corresponding to private images tend to depict more
linear features such as edges. More specifically, as can be
seen from Figure 8, SIFT features corresponding to public
features tend to come from regions containing text and sym-
bolic shapes, and also from patterns like in the case of an
image containing flowers. Conversely, many SIFT features
associated with private features correspond to human body
parts or items like furniture, typically occurring in private
environments.

4.1.5 Brightness and Sharpness
We also studied features like brightness and sharpness

that have been shown to be an indicator of photo attrac-
tiveness [25]. In the same study, private amateur photos
were also not found very attractive by a community of users.
Our brightness feature is a single valued number that is cal-
culated by averaging the luminance values of all the pixels
in the image.

4.2 Textual Image Privacy Features
In addition to visual features, the textual annotation of

images available in Web 2.0 folksonomies such as Flickr can
provide additional clues on the privacy of photos. This holds
partly due to correlations of topics with privacy-related im-
age content.

Table 1 shows the top-50 stemmed tags automatically
extracted from our labeled data set of private and public
photos described in Section 3 using MI in a similar way as
in Section 4.1.4. Obviously the majority of tags used in

images falling into the private category describe personal
concepts like family (babi, famili, child), emotions and sen-
timent (happi, love, beauti), and concepts related to the
human body (hair, face, eye), whereas tags in the pub-
lic category mostly refer to nature motives (snow, sunset,
tree), architecture (bridg, build, architect), and inanimate
objects (car, rock). This result indicates that privacy deci-
sions can be correlated with specific terms found in tag an-
notations, and illustrates the potential merit of additional
textual metadata for privacy prediction tasks.

5. PRIVACY EXPLORER
In this section we describe the Privacy Explorer system,

which provides two types of privacy-based search mecha-
nisms: 1) privacy-oriented search retrieving the most private
search results, and 2) privacy-based search result diversifica-
tion providing an overview of search results with varying
degree of privacy.

5.1 Classification Model
In order to predict the privacy of photos we use a super-

vised learning paradigm which is based on training items
(photos in our case) that need to be provided for each cat-
egory. Both training and test items, which are later given
to the classifier, are represented as multi dimensional fea-
ture vectors. These vectors can be constructed using tf or
tf · idf weights of tags or titles, and the visual features de-
scribed above. Photos labeled as “private” or “public” are
used to train a classification model, using probabilistic or
discriminative models (e.g., SVMs).

In our classification experiments we use linear support vec-
tor machines (SVMs) classifiers. SVMs construct a hyper-
plane−→ω ∗−→x +b = 0 that separates the set of positive training
examples (photos manually tagged as “private” in our case)
from a set of negative examples (photos tagged as “public”)
with maximum margin. SVMs have been shown to perform
very well for various classification tasks [21].

For combining multiple features, a normalization step for
the input vectors is needed, since the ranges of absolute val-
ues for different features can vary and are not directly com-
parable. One possible normalization technique is to employ
a trained sigmoid function which maps feature values from
arbitrary range into the range [0, 1]. After this transforma-
tion the dimensions of the different input vectors are in the
same range and can be combined. SVMs provide as output a
value which determines the distance of a new test image from
the separating hyper plane. We used Platt’s method [23] to
transform this output into a probability value.

40



5.2 Privacy-Oriented Search
In order to enable users to get an overview of the most

private images relevant to a query, privacy-oriented search
retrieves a set of relevant images, and re-orders them ac-
cording to descending degree of privacy (see Figure 1 in the
Introduction). In order to create a list of images ranked
by privacy, we can estimate the likelihood of image privacy
using the output of the SVM classifier trained on a set of
images labeled as “public” or “private” by the users. We
described the training process of the classifier and feature
selection in Section 4.

5.3 Privacy-Based Diversification
A privacy-aware image search engine should provide an

overview of the available search results, taking into account
their privacy. For example, for a query “wedding make-up
pictures”, users might want to retrieve some professional
images from wedding catalogs, examples of private wed-
ding photos, or recent wedding photos of the user’s per-
sonal friends available on Web 2.0 platforms. In contrast to
Web image search, which focuses on a few relevant results,
privacy-based diversification can minimize the risk of user’s
dissatisfaction in such scenarios. In what follows, we de-
scribe a framework to handle diversity in image search with
respect to the privacy dimension. This framework enables
us to obtain result sets of images covering a broad range
of privacy degrees from publicly available images to private
photos of personal friends.

5.3.1 Diversification Quality and Estimates
The relevance of a search result is typically evaluated us-

ing the standard nDCG measure [14] that accumulates the
gain of each individual search result throughout the result
set. α-nDCG [8] is a standard evaluation measure to bal-
ance relevance of search results with their novelty. α-nDCG
views a search result (i.e. an image or a document) as a set
of mutually independent binary information nuggets. Each
nugget represents the presence of a different aspect of the
user’s information need, such as a fact, or topicality of the
document [8].

Compared to the standard nDCG measure, the computa-
tion of the gain G[k] of a search result at rank k in α-nDCG
is extended with a parameter α ∈ (0, 1] to trade off relevance
and novelty of a search result:

G[k] =
∑

ni∈N

J(dk, ni)× (1− α)
∑k−1

j=1 J(dj,ni), (1)

where N = {n1, . . . , nm} is the space of the possible infor-
mation nuggets, J(dk, ni) is a binary user judgment of con-

tainment of nugget ni in the result dk, and
∑k−1

j=1 J(dj , ni)
is the number of higher ranked results judged to contain
nugget ni. The resulting gain G[k] is discounted by its po-
sition k, and accumulated over the positions [1, k] to obtain
the discounted cumulative gain DCG[k]:

DCG[k] =
k∑

j=1

G[j]

log2(1 + j)
. (2)

Finally, the DCG[k] is normalized by the ideal discounted

cumulative gain vector DCG′[k]: nDCG[k] = DCG[k]
DCG′[k] .

We now describe how α-nDCG, originally defined in the
context of topic-based diversification, can be adapted to the
privacy-based diversification. In topic-based diversification,

information nuggets represent some mutually independent
binary properties of documents [8]. In contrast, probabil-
ity of image privacy has a continuous range of values. In
our context, we interpret the notion of information nugget
ni ∈ [0, 1] as a numeric property of the image with ni = 1
being the most private. In our user study the values of the
privacy nuggets are directly judged by the users. For the
automatic diversification we used the classifier output de-
scribed in Section 5.1 as estimate for the privacy nuggets
values.

In this scenario we cannot assume privacy-related informa-
tion nuggets in different search results to be mutually inde-
pendent. Therefore, we propose a more general α-nDCG-G
measure that takes into account similarity of the informa-
tion nuggets contained in the kth result to the information
nuggets contained in the higher ranked search results:

G[k] =
∑

ni∈N

J(dk, ni)×(1−α)
∑k−1

j=1

∑
ny∈N J(dj ,ny)×sim(ni,ny),

(3)
where in the equation G[k] is the kth element of the gain vec-
tor, N = {n1, . . . , nm} is the space of the possible nuggets,
J(dk, ni) is a binary judgment of containment of nugget ni

in search result dk, α ∈ (0, 1] is a factor to trade off rele-
vance and novelty of a search result, and sim(ni, ny) is the
similarity between the nuggets ni and ny .

In general, Equation 3 relaxes the nugget independence
assumption of the standard α-nDCG. This equation can be
applied to estimate quality of a search result in presence
of information nuggets with continuous range of values. As
in this paper we perform diversification only with respect
to the privacy dimension and image dk only contains one
particular privacy nugget nk, we can simplify Equation 3
for this particular scenario as follows:

G[k] = (1− α)
∑k−1

j=1 sim(nk,nj), (4)

where nk and nj are the privacy nuggets in images dk and dj
respectively. A possible estimate for similarity of the privacy
nuggets nk and nj is the difference in their privacy values:
sim(nk, nj) = 1− |nk − nj |.
5.3.2 Diversification Algorithm
For automatic diversification, nugget privacy values nk

and nj required for the gain computation in Equation 4 are
computed with probability estimates obtained through the
classification methods described in Section 5.1.

Algorithm 1 Proc Select Diverse Images

Require: list L of top-k images ranked by relevance, num-
ber r of diverse images to be selected.

Ensure: list R of the relevant and diverse images.

R← ∅
while |R| < r do {less than r elements selected}

i∗ ← argmaxi∈L\R G[i]
L← L\{i∗}
R← R ∪ {i∗}

end while

Let L be the list of top-k images sorted by the probability
of their relevance to the user’s information need. Analogous
to [1, 11] Algorithm 1 starts with the most relevant image at
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Figure 10: Precision-recall curves for textual and visual features.

the top of L, and selects subsequent candidates by greedily
optimizing the estimated gain in Equation 4. The worst case
complexity of Algorithm 1 is O(l×r), where l is the number
of images in L and r is the number of images to be selected
for the result list.

6. EVALUATION
We now elaborate on the quantitative results of different

experiments for classification, privacy-oriented search, and
diversification using the visual and textual features moti-
vated in the previous sections.

6.1 Classification
For our classification experiments, we used the SVM-

light [15] implementation of linear support vector machines
(SVMs) with default parameterization.

Our dataset described in Section 3 contained 4,701 images
labeled as private, and 27,405 ones labeled as public by 75%
of the judges. In order to obtain a balanced set, we randomly
restricted the set of public photos to a subset of 4,701 im-
ages, so that the number of private images was equal to the
number of public ones. From this set, we randomly selected
60% as training data for building our classifiers, and 40% as
test data, with each data set containing an equal proportion
of public and private instances.

We conducted our classification experiments on balanced
data sets, which is commonly done the literature (see e.g.
[33, 25]) in order to capture general classifier properties in-
dependent of the a priori class probabilities on a particular
dataset. Our quality measures are the precision-recall curves
as well as the precision-recall break-even points for these
curves. The break-even point (BEP) is the precision/recall
value at the point where precision equals recall, which is
equal to the F1 measure, the harmonic mean of precision
and recall, in that case. The results of the classification ex-
periments for selected visual features described in Section 4
and the combination of visual and textual features are shown
in Figure 10. The main observations are:

• Visual features like sharpness, brightness and color his-
tograms that have been shown to be relevant in the
context of photo attractiveness classification in previ-
ous work [25] do not achieve significant discriminative
performance in our scenario.
• Experiments with object related visual features, how-

ever, presented in the second row, show a substantial
improvement. The occurrence of faces in photos is an
intuitive indicator for privacy, reflected by a BEP of
0.63 for the face feature. The edge-direction coherence
feature performs slightly better, and achieves a BEP
of 0.65. In our experiments, SIFT features outperform
all of the other visual features (BEP = 0.70).
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Figure 11: alpha-nDCG-G for the initial Flickr ranking and top-
10 diversified search results using textual and visual image fea-
tures for classification

• The combination of all available visual features further
increases the BEP to 0.74.
• The pictures we used for classification experiments,

contained good quality textual metadata (e.g titles and
at least three English tags). Thus the text features
could provide a short but concise summary of the im-
age content and result in a BEP of 0.78.
• Finally, the combination of the visual and textual fea-

tures leads to an additional performance boost with a
BEP of 0.80, showing that textual and visual features
can complement each other in the privacy classification
task. However, classification with only visual features
alone also produces promising results, and can be use-
ful if no or insufficient textual annotations are available
as is the case for many photos on the web.

Note, that it is possible to trade recall against precision for
sensitive applications. For instance, we obtain prec=0.88 for
recall=0.6, and prec=0.93 for recall=0.4 for a combination
of textual and visual features; even when restricting our-
selves to only visual features we still obtain practically ap-
plicable results (prec=0.82 for recall=0.6, and prec=0.89 for
recall=0.4). This is useful for finding specifically strong can-
didates of private photos in large photo sets. In the context
of photo sharing applications this might allow for tuning the
sensitivity of personal “privacy warning” systems according
to individual preferences.

Although privacy is a subjective concept, our data anno-
tation captures an aggregated community perception of pri-
vacy, which turns out to be correlated to textual and visual
features in a plausible way, and can be predicted.

6.2 Ranking and Diversification

6.2.1 Query Set
In order to obtain queries for ranking and diversification

experiments, we filtered a set of image-related queries from
an MSN search engine query log1 based on their target
URLs. To this end, we considered only queries containing
the term “image” or “photo” in these URLs.

We manually filtered out queries related to adult content,
and randomly selected 50 queries for our experiments (ex-
amples being “picture of a power plant”, or “fall pictures”).
For each of these, we retrieved photos and corresponding
metadata from the top-1000 Flickr search results.

To assess the quality of privacy-based ranking and diversi-
fication in a real-world scenario, we performed a user study
with 30 participants. We presented the keyword queries and

their top-10 results retrieved by different ranking methods
to the users in random order. Users were asked to judge the
privacy level for each image on a 4-point Likert scale, with 1
corresponding to “clearly public” and 4 to “clearly private”.
Apart from the modified Likert scale the user assessment
was a replication of the game described in Section 3.

6.2.2 Ranking by Privacy
For each query, we computed privacy-oriented rankings as

described in Section 5.2. The list of test photos in descend-
ing order of their user-assigned privacy value was considered
as ground truth for our experiments. We compared the or-
der of the automatically generated rankings using Kendall’s
Tau-b [17]. We chose the Tau-b version in order to avoid a
systematic advantage of our methods due to many ties pro-
duced by the high number of photos with equal user ratings.

The main observations are:

• The original Flickr ranking does not consider the pri-
vacy of the images in the search results. This was
reflected by a small τb value of -0.04. In contrast, our
methods show a clear correlation with the user-based
privacy ranking.
• Since not all of the photos in the set contained

usable metadata, ranking based on text with (τb=
0.26) is outperformed by ranking using visual features
(τb=0.31).
• Finally the combination of textual and visual features

provides the best ranking performance (τb=0.33). How-
ever, ranking with only visual features can still be use-
ful for cases and applications where no or insufficient
textual photo annotation is available.

The results of the pairwise t-test between the different rank-
ing types confirm their statistical significance for a confi-
dence level of 95%. We obtained good classification results
with default parameters for SVM. Although the tuning op-
tions such as soft-margin parameter C or alternative kernels
might lead to further improvements, this is outside of the
focus of this work.

6.2.3 Diversification
We used α-nDCG-G in order to measure the quality of

privacy-based image diversification described in Section 5.3.
In our experiments we used an α value of 0.5 to balance the
amount of re-ranking of the original search result with re-
spect to the privacy dimension. The (hypothetical) optimal
ranking for normalizing DCG was obtained through diversi-
fying images directly by their user defined privacy scores.

The main result observations shown in Figure 11 are:
• Our diversification approaches clearly help to diversify

Flickr query results according to the privacy dimen-
sion, and, compared to the original Flickr rank, achieve
an improvement of 8.7% using textual and 9.8% using
visual features.
• The combination of visual and textual features leads

to a further average improvement (10.5%).

For each ranking position k ≥ 2 we conducted pairwise t-
tests between the different ranking methods for a confidence
level of 95%. The tests between the original rank and other
methods confirm the statistical result significance. The dif-
ference between the textual features and the combination of
the textual and visual features is significant for k ≥ 5.

1
http://research.microsoft.com/en-us/um/people/nickcr/wscd09/
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7. CONCLUSIONS AND FUTURE WORK
In this paper we applied classification using various visual

and textual features to estimate the degree of privacy of
images. Classification models were trained on a large-scale
dataset with privacy assignments obtained through a social
annotation game. We made use of classifier outputs to com-
pute ranked lists of private images as well as search results
diversified according to the privacy dimension. Our classifi-
cation and ranking experiments show the best performance
for a hybrid combination of textual and visual information.
However, the approach of using only visual features shows
applicable results as well and can be applied in scenarios
where no textual annotation is available (e.g. personal photo
collections or mobile phone pictures).

Regarding future work, we aim to study additional fea-
tures in the privacy context such as color-SIFT, or applying
and testing various alternative machine learning approaches
for classification and ranking. For gathering additional train-
ing data, techniques like active learning algorithms, which
take intermediate user feedback into account, might help to
further optimize the choice of sample images presented to
human assessors. As the perception of “privacy” is highly
subjective and user-dependent, we would like to study rec-
ommender mechanisms, such as collaborative filtering, to
account for individual user preferences, and to provide per-
sonalized results.
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M. Gonçalves, D. Fernandes, E. Moura, and
M. Cristo. Evidence of quality of textual features on
the web 2.0. In CIKM’09.

[11] S. Gollapudi and A. Sharma. An axiomatic approach
for result diversification. In WWW’09.

[12] R. Gross and A. Acquisti. Information revelation and
privacy in online social networks. In WPES ’05.

[13] K. Gwet. Handbook of Inter-Rater Reliability.
Advanced Analytics, LLC, second edition, 2010.

[14] K. Järvelin and J. Kekäläinen. Cumulated gain-based
evaluation of ir techniques. ACM Trans. Inf. Syst.,
20(4):422–446, 2002.

[15] T. Joachims. Making large-scale support vector
machine learning practical. Advances in kernel
methods: support vector learning, pages 169–184, 1999.

[16] W. Kim, J. Park, and C. Kim. A novel method for
efficient indoor-outdoor image classification. JSPS’10.

[17] W. H. Kruskal. Ordinal measures of association.
Journal of the American Statistical Association,
53(284):814–861, 1958.

[18] P. G. Lange. Publicly private and privately public:
Social networking on youtube. JCMC’08.

[19] R. Leuken, L. Garcia, X. Olivares, and R. Zwol. Visual
diversification of image search results. In WWW’09.

[20] D. Lowe. Distinctive image features from scale -
invariant keypoints. IJCV, 60(2):91–110, Jan. 2004.

[21] C. D. Manning, P. Raghavan, and H. Schütze.
Introduction to Information Retrieval. Cambridge
University Press, 1 edition, July 2008.

[22] J. Philbin, O. Chum, M. Isard, J. Sivic, and
A. Zisserman. Object retrieval with large vocabularies
and fast spatial matching. In IEEE CVPR’07.

[23] J. C. Platt. Probabilistic outputs for support vector
machines and comparisons to regularized likelihood
methods. In Advances in Large Margin Classifiers,
pages 61–74. MIT Press, 1999.

[24] Y. Raja, S. J. McKenna, and S. Gong. Tracking and
segmenting people in varying lighting conditions using
colour. In FG ’98, Washington, USA, 1998.

[25] J. San Pedro and S. Siersdorfer. Ranking and
classifying attractiveness of photos in folksonomies. In
WWW ’09.

[26] V. Schleswig-Holstein. Statistische erfassung zum
internetverhalten jugendlicher und heranwachsender.
In A study of the consumer organization in
Schleswig-Holstein, Germany, March 2010.

[27] A. Squicciarini, Mohamed, and F. Paci. Collective
privacy management in social networks. In WWW’09.

[28] M. Tuffield, S. Harris, D. Dupplaw, A. Chakravarthy,
C. Brewster, N. Gibbins, K. O’Hara, F. Ciravegna,
D. Sleeman, Y. Wilks, and N. Shadbolt. Image
annotation with photocopain. In SWAMM’06.

[29] A. Vailaya, A. Jain, and H. J. Zhang. On image
classification: City images vs. landscapes. Pattern
Recognition, 31(12):1921 – 1935, 1998.

[30] P. Viola and M. Jones. Robust real-time object
detection. IJCV, 57(2):137–154, 2002.

[31] L. von Ahn and L. Dabbish. Labeling images with a
computer game. In SIGCHI ’04.

[32] N. Vyas, A. Squicciarini, C. Chang, and D. Yao.
Towards automatic privacy management in web 2.0
with semantic analysis on annotations. In CollCom’09.

[33] C.-H. Yeh, Y.-C. Ho, B. A. Barsky, and M. Ouhyoung.
Personalized photograph ranking and selection system.
In MM ’10, New York,USA, 2010.

44



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Academy
    /AgencyFB-Bold
    /AgencyFB-Reg
    /Alba
    /AlbaMatter
    /AlbaSuper
    /Algerian
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /BabyKruffy
    /BaskOldFace
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BlackadderITC-Regular
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BradleyHandITC
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Castellar
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chick
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Croobie
    /CurlzMT
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversMT
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /EstrangeloEdessa
    /Fat
    /FelixTitlingMT
    /FootlightMTLight
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Freshbot
    /Frosty
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Gigi-Regular
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GlooGun
    /GloucesterMT-ExtraCondensed
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /Jenkinsv20
    /Jenkinsv20Thik
    /Jokerman-Regular
    /Jokewood
    /JuiceITC-Regular
    /Karat
    /Kartika
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /MaturaMTScriptCapitals
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MSOutlook
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /OCRAExtended
    /OldEnglishTextMT
    /Onyx
    /PalaceScriptMT
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Parchment-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /Playbill
    /Poornut
    /PoorRichard-Regular
    /Porkys
    /PorkysHeavy
    /Pristina-Regular
    /PussycatSassy
    /PussycatSnickers
    /Raavi
    /RageItalic
    /Ravie
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /ScriptMTBold
    /ShowcardGothic-Reg
    /Shruti
    /SnapITC-Regular
    /Square721BT-Roman
    /Stencil
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Vrinda
    /Webdings
    /WeltronUrban
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2003
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




